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2 AHOHMMYC!
| 57 .
G Ha 9Ty TeMy eCcTh cMexyeuku: Konunacrta:MediaGet.

«OueHs nJio0xas nporpaMma.HUKOMY He COBETYIO e€e
cKaumBaTh.KOMII.TOPMO3UT yKacHO.Tereps He3HAI0 Kak ygaauTs ero.He
MOT'Y ee HalTu 4TO OBl yoanuTh.IIocoBeTyliTe KakK ee yoalauTh. »

— Oma3wi8 ¢ ¢popymos

«ITporpamma nonHas xyuHsa! MHET TyIUT IIO-4EPHOMY, BUPYCOB AOXpeHa!
Yoansercs He c mepBoro pa3a! be3 3Toi nporpel KavyaeTcss BCE HAMHOT'O
OBICTPEe, He TO, YTO II0 3ToOMy e***omy ety »

— Hcuepnvisarwowe

MediaGet — 1epBHIf U €IUHCTBEHHBLIN TOPPEHT KJIIMEHT OT POCCUNCKUX = T
pa3paboTUYMKOB, TI0 COBMECTUTEJIHCTBY SIBIASIOIIUNCST MHOTOQYHKIMOHATbHBIM '
TPOSTHOM, BBIITOTHSIOIIEr0 OMHOBPEMEHHO (QYHKIIMY KakK 00Ta, Tak U 63Kmopa u

3arpy34uka-gpomnnepa. PerynspHo o60HOBNISETCS U CYLIECTBYeT BO MHOXKECTBE |:I
Bepcuii. KpoMe TOro, 3T0 e1é crmnocod 3apaboTka B UHTEPHETE, C OIIaTo# oT 50 i
KOIIeeK 3a KaXIbI¥ PaCIPOCTPAHEHHHIN 110 pedepany TposiH, 61arogaps 4eMy i |

codTBapHBIE CAUTH 3aBaJIEHHl YCTAHOBIUKAMHU TPOSTHOB, a OO(pOpyMEI il —

3axy1aMJIeHbl XBajleOHEIMM OT3hIBaMM OOTOB U PACIIPOCTPAHUTENIEH.

OCHOBHOﬁ (I)YHKIII/IOHEIJI
B3auMouckirouaroue
B cBoeit ocHOBe mpencTaBisieT co00i ceTeBOro 60Ta, MaCKUPYIOIIEroCs MO maparpagdst
P2P kauamnKy M cO3[aloero TUIIUYHLIM KOMMepYecKuii 60THeT. [laxke HUYETO
He Kavas, ITIoOgHUMaeT KOHHEKTHI IeCATKaMU ThICAY U JEePXKUT UX B COCTOSTHUU
YCTaHOBJIEHHBIX COeOUHEHUM, TPUYeM KOOPOUHUPOBAHHLIX reorpad@uiyeck u
HaIpaBIeHHBIX Ha KaKyl0-Tu60 001acTh — OOBIYHO Ha peruoHs! CIIIA,
JlaTuHCKOU AMepuKu uinm ABcTpanuu, reHepupys SYN-dnyn, UDP-bnyn, o
npouuit GIyn, U co3gaBas MyCOPHBIM Tpaduk. Braromaps yeMy cepBepa, Ha | - s |
KoTopele HanpasineH DDoS, u maxe npoBaiifiepsl MOTYT OTIIPABUThH I03epa B ;
6an-nucT 1o IP. Ho, kak npaBuio, MediaGet mpocTo 3abuBaeT makeTaMu
KaHaJ, ¥ y Tpo0JieMaTUYHOTO I03epa HauMHaeT OapaxjIuTh UJIH TYIIO — — |
oTpy0aeTcss HHTEPHET. Lo s u o

9To OH 3a0I0OKUPOBAJ HHET!

YcTpowusics HaCTPOUIIIMKOM B MHTEPHET IPOBalep, Tak TOJIBKO 3a OBa
Mecsilla Y YeTHIPEX KIIMEeHTOB U3 3a 9TOM HPOTH He paboTal UHTEPHEeT.

ITomen k mepBoMy, HacTpo¥ku Bpomae OK, ¢ Halrelr CTOPOHH TPOo0JieM HET, IIOJIe3 B 3allyIeHHLIE
IIPOIIECCHl ¥ aBTO3arpy3Ky, Jokamarncs s 1o atoro MediaGet — sTo nmonzas xomnal!! M3-3a HeTo
IIPOCTO He paboTaeT MHTEPHET, 51 ero OecleT4epoM 3a7ad (3aBepIIUuT IepeBo IPOIEeCcCoB, UHaYe
BOCCTaHAaBJIMBaEeTCs) U Cpa3y BCé paboTaeT, 3allyCKalo — HET IIponafaeT (XOTs OOKIII0YeHNe He
00OpBIBAETCSI), CHEC €€ II0oCciie HeKOTOPHIX 3aTPYOHEHUH, OH CTaBUT Ha CBOIO HHUpPEKTOpHio Local
SettingsApplication DataMediaGe ycTaHaBnuBasi Heu3MeHseMbIH(!) [ IOJTb30BaTENS aTPUOYT
«TOJIPKO YTEHUe», OJIs 3aIlIUTHl OT ymaneHus — monbaxyn unloker’om.

[Tocnmenylomux KJIMEHTOB Ta K€ XEPHsI, CHEC 3TO AePbMO U BCE cpaly 3apabotano. MediaGet B
COCTOSIHUY IIOKOSI, HU4ero He Kadas U He pa3faBasi, OTKPHIBAaeT Ky4y HOBEIX coeguHeHUuu — Oo 17-25
ThICSAY(!!) U HEPKUT UX B COCTOSTHUN YCTAHOBJIEHHBLIX coequHeHUuM. OCHOBHOM ero PyHKITMOHAI —
TPOSIH THUMa ceTeBoro 6ota. OH emé pasnuYHbIe IMUOHCKHE MOOYJIH 3arpy2KaeT U B CUCTEMY
yCTaHaB/IUBaeET, KakK ONBIT C IECOYHUIIaMU aHTUBUPYCOB IIOKa3bIBAET.

— IIpobaemvbl sHUKelWw,UuKa

A emé MediaGet, 6naromapsa ceoemy ¢yHKumoHany DDoS-6oTa, moBosibHO 3¢ GeKTUBHO OopeTcst ¢ paboToM
OOMAIITHUX POYTEPOB M MPOYUX MAPIIPYTU3aTOPOB, KOTOPHIE TPOCTO HE PACCUYUTAHLI Ha PETPAHCIISIIINIO
ucxopmsirero notoka DDoS'a Ha mapy OECATKOB THICSY KOHHEKTOB, ¥ KaK CJIEICTBHUE, 3aBHUCAIOT, JIOXKATCS WU
paboTaloT ¢ cepbE€3HEIMU ITepebosimu. BriBaeT, 0Tpy0aloTCs maxe JOCTAaTOYHO HOPOTHUE POYTEPEH], CIIOKOWHO
mepxkaiue padoty pTorrent'a, DC++ u eMule, mipu mpo6poce mopToB u Kanane 100 M6urt, ¢ pasgaded nHeTa Ha
HECKOJIPKO KOMIIOB. DTO 3aCTaBJIsIET I03€Pa, KOTOPLIM CTOJIKHYJICS C 3TOM IPo6IeMoii, MEHSITh POYTED, TOKYIIaTh
HOBGHIN, 60JIEe TOPOTOM, UK [AakKe OTKA3bIBATLCS OT €r'0 UCIIOIb30BaHusa. CXOOHBIM 06pa3oM MOKET JIOMAaTh
paboTty atoro Bamero USB ADSL-mogeMma.
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HOMOJITHUTE/IbHBIE€ BO3MOXKHOCTH

«KaK yOaJIuTh €TO TaBHO??? »
— Jlamep

ITockonbky MediaGet moMuMO 0CHOBHOTO ¢yHKIMOHaNMa DDoS-60Ta SIBISIETCS €II€ M TPOSHCKUM 3arpy34YuKOM,
3arpyzKamwlliuM 1 yCTaHaBJIMBAIOIlleEM CBOM MOAYJIM B CUCTEMY, TO C CHCTeMOM 103epoB MediaGet'a uepes
OIIpeNleNIEHHOE BpeMsi MOXKEeT IIPOUCXOUTE Cllefnyiollee.

Peki1amMma

YcTaHOBKa peKJIaMHBIX MOIYyJIeH, IPOIUIaueHHEIX pPeKjlaMofaTesieM [Jjid YCTaHOBKY Ha YKa3aHHOEe YUCJIO MAIllWH.
U B TOM cimy4ae, eciii KOMII I03epa OKa3bkIBAETCS B YHCJIe 9TUX MallluH, B 6pay3epe IOsBIsSEeTCS Kyda JIeBon
peKaMbl BpOe YBeIUdeHUs ITPyAU, IPOBePbTEe CBOM UHTEJIEKT, Bbl BRIUTPAIU MUJIIMOH, Balll UHANBUAYaIbHBIN
TOPOCKOTI 3a SMS, BCEBO3MOXKHBIM OHJIaWH-UTPOBLIM TPEIIaKOM U ITPOYMM pPa3BOOM-3aMaHyxou. B ciydae
YCTaHOBKHU PEKJIAMHOTO MOMYJIS APYrOro TUIIA IIPOUCXOAUT THUXasl M He3aMeTHas IIofMeHa pe3ysbTaTOB IIOUCKa
UJIU CCHUIOK. Baromaps ueMy MHOTHE aHTUBUPYCH OIPEeNensioT ero KauecTBe adware uimn
Adware.downloader'a.

Spyware

YcTaHOBKa MIMTMOHCKUX MOOYJIEH, OTCIEXKUBAIOIINX OEWCTBUS II0JIb30BATEsI, — 3arPyKal0TCs U
yCTaHaBIMBAIOTCS ITOYTH Bcerga. Kpome TOro, MHOTIA IPUCYTCTBYIOT IPOTPaMMEI, BOPYIOIIKE TTapOoJiH,
MIPEUMYIIIeCTBEHHO OT COITMAIbLHEIX CETel, B Pe3yJIbTaTe Yero CO BCKPHITHIX aKKayHTOB HaYHMHAET BaJIUTh CIIaM.

«PadoTa» c OPYTHAMH TOPPEHT-K/IHEHTaMH

C BepoATHOCTEIO 95% yToMaeT paboTy OPYTHUX TOPPEHT-KINEHTOB, BHOCSA U3MEHEHUs B CUCTEMY, 61arogaps 4eMmy,
oHM He paboTaioT uau paboTalT C Yepenanrbell CKOPOCThIO, TOCTIe 4YeTo HyObE yTBepxkaaeT, uTo MediaGet
OBICTpee KauaeT. Mi3MeHeHUsT B CUCTeMe OCTAIOTCS U IIOCIie yHoaleHus 3710Bpeaa.

U emié HeMHOr o

Hy u ecnu 103epy coBceM «BE3ET», TO YCTAHABIUBAIOTCS MOOY/IU PacCIpenesIEHHbIX BhruuciaeHuit (BtcMine),
Graromapsi YeMy, Y 103epOB HaUMHAEeT TOPMO3UTh KOMI. Boo01ile, KaK IpaBuJIO, BEHIYUCIIUTEIIEHEIE MOMYITH
OOJIZKHBI MSATKO HarpyarTh IIPOIleccop, Habbl 4OTaAIuBLIN I03ep He CHEC IIPOTY, HO U3-3a CBOEU OBIIJIOKOIEPCKOM
KPUBU3HLI HEPEOKO I'PY3AT OOHO U3 sifep mporeccopa Ha 100%. 3arpys3ka mpolieccopa B 3TOM Cliydae 0OBIYHO
Komnebnercsa oT 15 mo 50% npu IpocToe, Kak IPpaBUIIO0, IIOABIISIOTCS JIeBble IIPOIECCH B JUCIIeTYepe 3aay.

CTOUT OTMETUTH, YTO BCE BHIIIENIEPEYNCIIEHHEIE TOATPYyKaeMble MOAYIU B KaXKIOM OTHAEJIbBHOM CJIydae MOTYT
OBITH pa3HbIe, CIIeOOBATEIbHO, CUMIITOMEI 3apakeHusi MOT'YT ObITh COBEPIIIEHHO Pa3HbIE. Y OMHOI'0 MOXKET OBITh
YMBP, y opyroro — 100% 3arpy3ka OfHOTO U3 sa1ep, Y TPeTbero — JieBas peKjiaMa I10BepX CTpaHull 6paysepa, y
4eTBEPTOTO — HEe3aMeTHas IT0JMeHa Pe3yJIbTaTOB IIOMCKA, a Y IMSITOT0 HAaKPBUICS JOCTYII B UHET. XOTsI, KOHEYHO,
YHUBEPCAJILHLIN OTBET — BCe paboTaeT, ¥ CeTOBaHKE Ha KPUBU3HY PYK U HEOPA3BUTOCTH MO3TOB —
TPAKTUYECKYU BCETTIa OECIPOUTPHIIIIHEIN BAapUaHT, 0COOEHHO B TPOJUTUHTE. A [JII COMHEBAIOIINXCS €€
CyIlecTByeT npoBepka Ha VirusTotal u virusscan.

3HadYeHHe IJIsd MPeACTaBUTe/IeH CKOPOH KOMINLIOTEPHOM IMOMOIIH

OcHosHasi cmambs: CKopasi KOMNbiomMmepHasi nOMouw,b

Il51st 9TO¥ KaTeropuu JIKI JaHHas IIpora MpeBpaTHUIIach B HCTOYHUK IPOGHUTa, CBI3aHHOTO C HEOGXOOUMOCTHIO
BOCCTAHOBJIEHHUS JOCTYIIA B MHET, YTO BCTPEUYAETCS yxXKe dallle HeoGXomIuMOCTH CHsTust 6anHepoB Winlock'a u
IpoYell BUPYyCHOM moebeHN.

[ eiicTBUTENbHO, IPOTpaMMa OTInYHag. OyHKIMaHanla MHOTO, UHTYUTUBHO NOHATHHY UHTepdhen +
KpacuBoe odopmierue. [TIonb3yoch el MOBOJILHO OOJITO U B I[€JIOM O4YeHb ycIenrHo. Pa6oTaro B
IOBOJIPHO M3BECTHOM PEMOHTHOM MacCTEePCKOM U KITMEHTHI YacTO 00paIllaloTCs ¢ IPOoChOoi
YCTAaHOBUTDH OOHY €IUHCTBEHHYIO IIPOrPaMMy KOTOPAasi MOXKET KadaThb IPAKTHUYECKH C JIFOOBIX
cepBuCoB, Oyab 3T0 OOBIUHEIM ftp mnu torrent, 1 MediaGet Kak Henb3s nydllle MOAXOOUT OJIS 9TUX
nemnet!

Ko Bcemy npouemMy, oco60€e TOCTOMHCTBO IPOTPAMMEI B TOM, YTO OHA MOXKET "MOBECUTH" CETh U
WHTEPHET, ¥ KJINeHTy IPUXOOUTCS Ha3 BEI3EIBATH CHOBO U CHOBO. Braromaps aTou mporpamMme y
COTPYOHUKOB Halllel OpraHu3aluy CKopo OyayT BuUTHl Ha KHapax. A ¢pasa"...O9To mMoATBEPKAAETCS
TEM, YTO MBI IOCTOSIHHO COTPYOHUYAEM C BeOyIIMMHU IIPOU3BOOUTEIIIMU aHTUBUPYCOB, YTOOHI UX
MIPOAYKTHL HE OMPEeNesIsiIiu Hallly TporpaMMy Kak BUPYC..." JOCTOMHa 0co00ro BHUMaHUS U II0YECTEMN.
9To reHUanbHANA UEs JOTOBOPUTHCS C Pa3paboTynKaMu aHTUBUPYCOB O TOM. YTO OB MaHHASA
nmporpaMMma 6niia uckmodeHreM. OrpomMHoe criacu6o paspaborunkam! 2KmeM HOBBIX BEpCUH
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| IIPOrpaMMEI C HOBBIMHU "dumrkamu"!
— IIpedcmasumenv OO0 «Bekmop»

DTO He OTMEHSIET PAlOCTH HEKOTOPHIX pabOTHUKOB IIpoBakigepa (Kak u ObIJIO ITOKAa3aHO BEHIIIE) B CIIy4Yae HaTUYdus
IOTOBOPEHHOCTH 10 OOCITyKUBaHNIO aO0OHEHTOB Ha MecCTe.

INIOOCMOTPEHO B MEDIAGET

B 2016 rony pripsiBocTh MediaGet 6nlta 3aMedyeHa aHoHoM 1o Kinyke OIT. Kakum-To 06pa3oM OH CMOT BCTPOUTh
B CaMble IOMYJITPHBIE Y OBbIjIa TOPPEHTHL T. H. «paTHUK» (0H ke NjRAT) u MOJIy4YuTh MOTHBIM KOHTPOJIb Haf UX
nekapHsamu. Ho BMecTo 6aHalbHOrO MalHUHTA WIK KpaXku GOTOK OH Hadasl IPOBOIUTH IPSIMEIE TPAHCISALINN
U37eBaTeNbCTB Haf, KOMIIaMU (4ero CTOUT TOJIBKO Kypcop B ¢opMme MIIX unu BHE3AITHO BrlIe3atonuil Ha BeCh
9KpaH Meatspin). A y4uTHIBas Hanu4dne y OONBIINHCTBA JKEPTB BeO-KaMep U ux OypHOU peaknu Ha
TIPOUCXOJSAINEe, 3PEJINllle CHUCKAJIO HEIJIOXYI0 IoNyIIpHOCTh (6onee 30 000 mOAIMCUYMKOB B 3aKPHITON I'PYIIIIE
BKymaxTe). CTpUMEBI He IPOBOOUIINCE C KOHIIa 2017 roma, HO apxXuB [JOCTYIEH Ha I0oTy04uke. Cnacubo, Oser
Anatonuy!

Kak yga/iuTs 3TO TOBHO?

IIPU TOM YTO 3aKadasach 6e3 CIpoca...CyKu
aaaaaaaaa yOalauTh TO TElepb Kak
— HecOepotcaHHas peaxkuus

MHoTrue aHTUBUPYCHI €T0 Havallu YOasIsiTh, HO €CJIM Balll aHTUBUDh HE NEeTEKTUT, MOXKHO BOCIIOJIb30BAThCS
TPAOUIIMOHHBIM METOIOM:

1. OTkpeIBaeEM JUCIIETUED IIporpaMM (OH Ke appwiz.cpl)

2. Yoansem MediaGet

3. YucTuM peecTp U OCTATKU KaKOU-HUOYyOb Mporoii. MOXKHO U caMoMy A0 peectpa gobpathcs. Ecniu BMecTe ¢
MediaGet 6nia ycTaHOBIEeHa XepHsa oT Mail.ru unu TeiHOEeKCca — Toxke ymanseM. [lonbanute MediaGet2
unlocker-oM, ecyiu OH CTaBUT HEU3MEHSIEMBIM TET «TOIBKO [JIT UTEHUS».

4. YucTuM BUPYCH aHTUBUPEM (EC/IU JETEKTSTCS, €CIIU HET, YUCTUM PydKaMU)

5. ???

6. PROFIT!

CM. Takxke

Wishmaster
TemedT
3BOHMIIKA
Kpskep uneta

—

Software

12309 1C 3DS MAX 8-bit Ache666 Alt+F4 Android BonziBuddy BrainFuck BSOD C++
Chaos Constructions Cookies Copyright Ctrl+Alt+Del Denuvo DOS DRM
Embrace, extend and extinguish FL Studio Flash FreeBSD GIMP GNU Emacs Google
Google Earth I2P Internet Explorer Java Lolifox LovinGOD Low Orbit Ion Cannon Me
MediaGet MenuetOS Microsoft Miranda Movie Maker MS Paint Open source Opera
PowerPoint PunkBuster QIP Quit ReactOS Rm -rf SAP SecuROM Sheep.exe Skype
StarForce Steam T9 Tor Vi Windows Windows 7 Windows Phone 7 Windows Phone 8
Windows Vista Wine Winlogon.exe Wishmaster Word ~H ~W ABTOOTBeTUMK AHTUBUDYC
Accembmep bBar Bunn I'etitc u CtuB [I3k0o6c Binokuor bBor BortHer bBpaysep Bape3 Bunmok

BupycHas cuena T'enepan ®eminop I'miok Ty [Hayurpeupg JemocueHa k0371 CIIONbCKU

Houat 3ammra oT fypaka J3BoHuUIKa HWHTepHeTsl KeBuH MutHuk KwuTaliCKue NUHTBUHEL

Kocteuie  Kpacuormasuku Jlemnapt I[Tortepunr Jlurykcoup Jluryc Topsanbaoc Jlor Man
MamuHHBY IIepeBon  Meranukcesb
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