XaJIIBHBIN coceacKuu Baudam — Lurkmore

B 3Ty cTaThI0 HY2KHO T00aBUTHh KaK MOKHO 00J/IbIIIe METOOOB B3JI0Ma
BaMdasi IjIs TeX, KTO He yMeeT KOIHUTh Ha JISIIyKC.

Takke croma MOXKHO f00aBUTh HHTEePECHBIe (GaKThl, KAPDTUHKY U IIpOYue
KOIIIEPHBIE BEIIH.

«NechtolzPodvala: knueHT: «<Hegenio Ha3ag MOsI CETh ITIeperuMeHOBalach B
,XaJIIBHBIM UHTEPHET", a CKOPOCTH yIasia B 3 pa3a. UYTo 3TO 3HAYUT, KaKue-
TO TIPOOJIEMBI C POYTEPOM?>» »

— CYyTb sABJIeHUA

XanssBHBIN coCeaCKHM BaMdal (coxpaienrHo XCB) — pacoBO BEPHEIA CIOCO0 IMOMagaHusi B MHTEPHETH. B
r'yCTOHACENEHHEIX palioHax nedosT-CuTH BCTpedYaeTcs YyTh Yallle, YeM BCeraa.

Kak uckarb?

«XXX: COCe[] CyKa OO CHX IIOp He OIlJIaTHUJI CBOU He3anapOJIeHHbIN Bau-(dai.
a Begb mopa OBl — BTOPOE YHCJIO YK HaCTaso... »

Bl 411634

15 oOHapyKeHUs UCIIONb3yeTCsT HOYTOYK ¢ ycTaHoBNneHHBIM NetStumbler. Oco60it KpyTOCThI0 CUUTAETCS
WCIIO/Ib30BaHMe HOYyTOYKa C BHeITHeN wi-fi KapTol U aHTeHHOM, U3TOTOBJIEHHOM U3 IMycToM 6aHKu Pringles,
kotopasi BHE3AITHO maéT HEeBepOsITHOE yCUJIEHKWE CUTHAJIA, BIJIOTh [0 COTEH METPOB HPSIMOM BUOUMOCTH.

II7151 KOTro-TO HEe 0Cc000 CUIBbHOM ITPO06JIEMOM cunTaeTcs mHMdppoBaHue TpaduKa U IIapojib, KOTOPBIM B TPOCTHIX
cly4dasx nomgbupaeTcs 3a Iapy 4acoB, a TO ¥ 3a ceKyHIhl. Ecnu oco6o nmoBe3éT — Tpaduk mudpoBan
6esbnaromatHoit WEP, KoTopasi ToMaeTCsI Ha pa3 BUHPapHLIMEU HPOTrpaMMKaMu Bpome aircrack-ng.
«BbesonmacHocTte» WEP xapaktepusyeTtcs cienyioiieii ¢pa30il 0OQHOI0 aHOHMMHOTI'0 3KcIepTa: «Mcnons30BaHue
WEP — 3T0, IpakTu4yeCKH, IIpUrjianeHue B CETh>.

Takxke gocTaBigeT MINHUEHCKas IporpaMMa airodump-ng u3 Toro xke KOMIUIeKTa aircrack-ng, kotopas
II03BOJISIET [TOICMATPUBATh ITAPOJIM OT CTPaHU4YeK BKOHTaKTe BCAKOI'0 ObIfjIa, MOIb3YIOMEerocss OTKPHTEM XCB, u
He TonbKO XCB, a K Baiidaro OT M0JI0CaTUKOB 3TO TOXKE OTHOCUTCS, TaM IudpoBaHue MOXKHO cIoenaTh (IOMHUMO
airodump’a Hapgo aHaIM3aToOp ITOCTaBUTh, TUIla Wireshark). 3To ke OTHOCUTCA U K MH(PPOBaHHOMY TPadUKy,
KOTOPHIM MOXKHO pacimm@poBaTh, €CJIU 3HAEIIb I1apojib. A Ha TenedoHe C BEAPOM IJIg 3TOTO0 MOXKHO
BOCIIOJIL30BaThCA IIporpaMMkoi dSploit (A nydmie cSploit. B Hee naxxe Metasploit 3anunen). Kynxaukeps! He
OpeMITIOT!

B HacTosiIIIee BpeMs B3JIOM 3allapOJIEHHBIX CETEM C LEIbI0 TOTYUYEeHUsI XaJIIBHOTO Bakdas BCE eIlé BO3MOKEH.
WEP GBIJT HOBCEMECTHO BHITECHEH O4YeHb HameéxXHBIM WPA2, HO MeCcTo OHIPKM yHacnemoBajla HafcTpoiika WPS,
KOTOpas JIETKO JIoMaeTcss OpyTdhOopCcoM 3a OOHY HOYb M CIIMBAET II0CJIE 3TOTO IIapoiib. 3alluTa OOgHA —
oTtkmnioyenue WPS Ha KopHIo.

FON

VMHEIE TIOOM He B HaIlled CTpaHe IMIPUAyMad IIOJIyIerajibHbIM (BBUAY HEO0OXOOUMOCTH MOJIy4aTh JIMLEH3UIO OIS
IpemocTaBIeHre KaHaloOB CBSI3M) CII0CO0 PacIpoCTPaHeHUsI MHTEPHETOB B OOJIBIINX TOpoaax. Peanusalius B 9TOH
CTpaHe TyIla, YyTh O0Jiee, YeM MOJIHOCTHIO (C HegaBHUX ITOp elne u MTC mpucoemuHUICsH).

CraHmapTHbIEe MecTa nosisjieHusi XCB

o TTOmOKOHHUK (IIIAHC CJIIOBUTH YTO-TO C YIIUIILI HEOOBIYAWHO BEICOK)

e Tyanet

e CreHa, Bemyllas B KBAPTUPY BEICOKOTEXHOJIOTUYHBIX, HO TYIIBIX cocefell (Takue, OORYHO, BCcerga Tymkie). He
3a0ybTe MONPHITaTh C HOYTOYKOM — 9Ta CTEHA MOXKET 0Ka3aTbCs IIOTOJIKOM.

KapMmaHHBIE€ YCTPOHCTBA

C nosiBneHueM pa3IUuYHbIX MOOUILHUKOB, CMapT(GOHOB, KOMMYHUKATOPOB, HETOYKOB, PSP, alnonos, poTokaMep
¥ TIPOYel MOPTAaTUBHOM XyWHU CO BCTPOEHHBIM BatidaeM, criocob CTaHOBUTCS BCE Ooee u 60Jiee MOTyIsIPHBIM.
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Apxkuit Tomy nnpumep — I'yrimodonbl. B auapoua-MapKeTe jieskaT B CBOOOTHOM [OCTYIIE IPOTPaMMEI AJIsT B3JI0OMa
wep-ceTelt, HaipuMep Penetrate, Router Keygen. CkaunBaeM, 3amyckaeM, KadaeM HOI. TaOIUIlbl U... HY ThHI
noHen. OHKM CaM¥ BCe CHesaioT, a Tebe 0CTaeTCsl YHUKAJIbHOE IIPaBO BEIOOpPA CETH, KOTOPYIO 3aX0YeIllb CJIOMATh.
K coxkamneHuio, 3Tu nporpaMMbl paboTaloT TOIBKO Ha poyTepax Thomson, a Hallla cTpaHa, KOHEYHO K€,
nons3yeTcs TonbKo poyrepamu D-Link, TP-Link, ZyXEL u Eltex.

OnHaKO eCcTh elll€ BapuaHT C 3allyCKoM aircrack-ng HemocpenCcTBeHHO Ha cMapTdoHe. Bounpoc Tonpko B Wi-Fi
YHUIe YCTPOUCTBA: B OONbIIMHCTBE cMapT¢hoHOB Android UCIIOMB3YIOTCS OOHU U Te XKe 0T Broadcom — 3To
bcm4325, bcm4329 unu bcm4330, KoTophie paboTaloT HECTAaHOAPTHEIM 00pa30oM, He faBas nepeBoauTs Wi-Fi
MOMYJIb B PEXKUM MOHUTOPA, HeobxoguMbld aircrack-ng. Ho u TyT [y HEKOTOPHIX TOIIOBBIX CMapTOB €CTh
pellleHue.

T'onmcron-rejaexkoM

MOXHO BOPOBATh UHET Y TOTTHUKOB, CIIYIIAIOIUX MY3HIKY Ha 2 naske y noavesna. [IJ1 9TOr0 CBOE yCTPOHCTBO
(mobuny unu bluetooth-amantep) HykHo Ha3BaTh «Vvedite1234» unu ananoruyHo. ITorom mo6aBUTHL B
capeHHbIe YCTPOMCTBA NTI000e HaleHHOe U3 OKHa (YCTPOMCTBa y TOMHUKOB Ha JIaBKe BUOHHI Maxe ¢ 9-To
9Taxka). EcTecTBeHHO, TyIEle BBOOAT Ha 3alIpoC Koja 3Tu caMble «1234». [Tanbllle caMu.

XoTs1, ecny BEL alIbTPYUCT, TO JIy4llle Bo3mepKUTech. ['onoTa uMeeT oObIKHOBeHUE 103aTh He 3G, a GPRS, uTo
BJIETAET € B KolleeuKy. Bac, KoOHe4YHO, moiiMaThk OyAeT CII0KHOBATO, HO BOT JIEHET YUOET JOCTAaTOYHO, YTOOHI OHA
BBIIIJIA Ha OXOTY 3a MOOUJIKOM. YacToe ucnonb3oBaHue HeMHOTO (Ha x)kankue 3000$) cHuKaeT CTOMMOCTD Balllein
TUIHUYHOMN XaTHI.

XCB ot camoro oneparopa

BHE3AITHO monocaTuKU IIEPBEIMU B 9TOM CTPaHe PEIIUsiv JaBaTh UHTEPHET
110 Balaiike Ha xansaBy. AKIMs OefCTByeT Ha Oobliel YacTU TEPPUTOPUU
Default city. Ho uHTepHEeTH Jal0TCS He IPOCTO TakK, a 3a IPOCMOTP
IBYXMUHYTHOM pekinamsbl. [IprueM cTpaHWYKa C peKjlaMoi cHabkeHa
CYETYUKOM BPEMEHM, KOTOPHIN OCTaHABJIMBAETCS B ClIydae CBOpaYUBaHUSA
cTpaHnuyku. Ho 3T0 merko o60NTH C MOMOIIBIO ITPaBOCiIaBHOTO 6pay3epa Omepa:

Hacking Wi-Fi in Backtrack
using aircrack-ng
Cabx B Backtrack

1. 2KneM HEMHOTO BpeMeHH (CepBep ToXKe IIPOBepsieT BpeMs, U eCJIM OTKPHITh IIepeHalpaBeHne PaHbIle
OBYX MUHYT, OH mouuieT Bac). CTpaHUYKY MOXKHO CBOPAa4YUBaTh.

OTKpBIBAa€M HUCXOOHBIN KOM CTPAHUIIEL.

Ymenrmaem 3Hauenue 1000 B crpoke setTimeout(\'asd_tick()\',1000) B 10 pas.

HaxuMaeM «COXpaHUTh U3MEHEHUsT». JItobyeMcst Ha CYETUHK.

??7?

PROFIT!

SURwWN

EcTb u Gosee mpocToi cnocob asist Hy0OB: CBOpaYMBaeM CTPAHMUILY, XKIOeM 2 MUHYTH 1 MEeHSIeM B aipecHOM
cTpoke play Ha redir. Ho Bup mt0TO, G€III€HO OTMATHIBAIOMIETOCS CYETUYMKA JOCTABIISET.

HOCTYH maeTcs TONbKO Ha 15 MHHYT, IIOTOM OIIMCAaHHEIE meucTBUS HaOo IIOBTOPATH.

CKOpPOCTh COeqUHEHUsI — TOBHO, nHoraa Huke EDGE. Ho 6oJbIriM BUHOM SIBJISIETCSI TO, UTO y OIIepaTopa
ocTtaeTcs ToilbKo MAC-ampec nonb3oBaTens! Hurge perucTpupoBaThCs M cO00IaTh CBOM AaHHBIE HE Hafo.
MoxHo cMeHUTh cBoMl MAC-agpec U BHIKJIaObBaTh KapTUHKY ¢ LII1 u geyaTh gpyrue HexopoIlnue gesa (3To
OTHOCHUTCSI He TOJILKO K MaHHOMY CII0co0y, a KO Bcel TexHojioruu XCB Boo61e). JIydime mpu 9TOM MEHSTh CBOE
MECTOIIOJIOXKEHHUE, TaK KaK MOKHO OIIPEAEUTh II0JIOKEHUE IepefaTuYrlKa IIPY IIOMOIIM HallpaBIeHHBIX aHTEHH.

Tak uTO IMaTUBEHHI BCE PAaBHO MOTYT IIpHexXaTh K Tebe, AHOHI/IMyC[l]!

ATTpakIMOH HEBUOAHHOM IIEIPOCTHU BCe ele paboTaeT, 0COOEHHO Ha TEPPUTOPUU ceTu MaKmoHabac, 6e3
peKJiaMbl, HO C orpaHudeHueM 15M6 B Te ke 15 MUHYT.

KoHenr cKka3Kku

CoracHO IIOCTaHOBJIEHUIO poccuiickoro npasurtenscTBa Ne758 ot 31.07.2015, pa3maya xanssBHOTO Baldas
3amperneHa, 60 MOIb30BaTENTM HUKAK HEe UIEHTUOUUUPYIOTCS, ¥ MOT'YT HEeBO30OpPaHHO HAMMCATh HEXOPOIIIET0 PO
BEJIMKYIO IepxkaBy u crapuka Kabaesa. U ecriu Ha MOMEHT BhIXOa 3aKOHa OONBIIMHCTBO oO1amaTenell poyTepoB
HUKaK He OTPearupoBasio, TO HEIHE BCTPETUTEL OTKPHITYIO CETh MPAKTUYEeCKH HEBO3MOXKHO. 160 HUKTO HE X0UeT
OTBEYaTh 3a 9KCTPEMU3bMb, 3AIOLIEHHBIN cO cBoero IP xyi 3HaeT KeM.

A y Hnx?

Y OypKyeB BCE, KOHEYHO XKe, abCOII0THO Tak ke. B nuHpmoccun, 4yTh 60Jiee 4eM Bcerna, Ha poyTepaxX OCTaBISIOT
nedonT-naposns u ToTuH Bpone +23456789 admin/admin, yeM cOGCTBEHHO U MOJIL3YIOTCS BCe, KOMY He JIeHb. A
mmdpoBanue? Kakoe mudposanme? [IMHOOC IOKyIIaeT pOyTep B MarasuHe, BCTAB/ISIET €r0 B PO3ETKY U
BKJIIOYAET B HET0 MPOBOOOK C mHTepHETOM. B utore 90% HacenéHHBIX MyHKTOB CIIAMIKY MOKPHITH ceTbio Wi-Fi ¢
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Ha3BaHUEM linksys[z].

B I'epmanuu mejta 06CTOSAT HECKOIBKO MHa4Ye. I10Ib30BaTelIo Yallle BCero IPsIMO Ha [OM JOCTaBIISIETCS
poBalIePCKUMN MapLIPyTep C BKIIOYEHHBLIM 110 OedonTy mrudpoBaHUEM U PaHIOMHBIM YHUCJIOBHIM IapoJIEM,
HareyaTaHHBLIM Ha HaKJIeKe CHU3Y poyTepa. B mepeBHSX (XOTS y PYCCKOT0 YejIoBeKa SI3bIK He IIOBEPHETCS
Ha3bIBATh AE€PEBHEN TO, YTO OOJIBINE TTOX0KE Ha JIUTHHIM KOTTEHKHBIA ITOCEJIOK C YIUIIaMU HOKDPHITHIMHU
OpycYaTKOM U Mapou-TPOMKOM rurepMapkeToB) Haubosiee nomynsiped ADSL, mo3ToMy HOOKII0OYeHNEe HHTEPHETA
CBOIMTCS K BBOAY JIOTUHA/TIapoJjisi B MOZIeM, IIPABUJIBHOMY MOIKJ/II0YEHUIO IPOBOLOB C HETIPUBLIYHEIMU
mITEeKEpPaMU ¥ 3BOHKY IIpoBaupepy. Tak 4To Goiblrasi 4acTh Hake HeOOJbITUX HaCeJIeHHBIX ITYHKTOB ITOKPHITA
mmppPoBaHHEIMU CeTsIMU co cioBoM Fritz B SSID, mpruyeM Tak I'yCTo, YTO KpaliHe TPYQHO HAalTH TaKOM 3aKOYJIOK,
TIe JIOBUT MeHee IBYX CeTell OOHOBPEMEHHO.

Warchalking (unu eapdpatisuHe) — Tak Ha3bIBaeTCs METOJ BOPOBCTBA 3TOT'0 BaIlero
uHTepHeTa nocpenctBoM Wi-Fi. CnoBo 06pa30BaHoO OT ABYX aHTJIMHUCKUX CJIIOB: war —
BoriHa u chalk — memn. IToyemMy TyT ynoTpeOsIsiloTCSI UMEHHO 9TU CI0BA, BB IIONMETE
IIoCJie IPOYTEeHUSI HUXKEeCIeAYIOIero TeKCTa.

HemMHOro icropuu

Emé B mpeBHHE BpeMeHa, B AHTJIMM, MECTHBIE PACOBBIE HUIIEOPOIBLI YaCTO ITIOMeYaIn
IoMa CIleIfMaabHBIMU CUMBOJIaMM, KOTOPhIE PUCOBAJIM MEJIOM MJIM KYCOUYKOM YTJIS.
[aHHBIE CUMBOJIBI CIIy2KUJIX METKOU TeX IOMOB, I'le MOTJIM HAKOPMUTH HUJIU
npenocTaBuTh Houjler. CyIleCcTBOBaIM U IIpeaynpexaalolire cuMBojibl. Hampumep,
Ha moMaxX MeHTOB u nmpo4. Co BpeMeHeM, KOHEYHO, TaHHBIM SI3BIK METOK IIOCTEIIEeHHO
BBIMHPAI ¥ MOT OBl M COBCEM MCUYE3HYTh, KaObl He OOPEN CBOE BTOPOE POXKOEHUE
rocye n3obpeTeHus: 6€CIIPOBOOHOIO mocTyma K cetu UuTepHeT (3geck: Wi-Fi).

Knaccuueckas cxema
CHMBOJIOB,
CoBpeMeHHOe HCIIOIb30BaHHe YTOTPEOIeMbIX
IIONUEeHTaMn

Temepb MeJl CTajIu UCIIOJIb30BATh [JIS IOMETKM MECT XaJIIBHOI'O IOCTYyIla K CETKE.

OOBIYHO PUCYIOT CIIEIMAJIbHBIM CUMBOJI, TAPOJIb Ha JOCTYI B CETh U IMIPOMYCKHYIO CITIOCOOHOCTH KaHana. A
BBIIIOJIHSIOT PUCYHKM BCE Te XKe HUIeOpOas!, YTO U IIpeke, TOJIbKO 6ojlee TeXHOIOTUYHEEe. TakKe, eCTh
9K3eMIUISIPhI, KOTOPEIE BMYPOBEIBAIOT B CTEHY (JielIku u BUHTH — just for lulz.

IIpydbnuxn

KpaTtkuu Cpepu BapuokepoB O4yepenHOU
WHCTPYKTaX 110 BCTPEYaIOTCHA U MOIMEHT IOMETUJI
ynorpebnsieMbIM — SIOJIOYHUKU. apears CBOero
COBPEMEHHBIM obuTaHus;.
CUMBOJIaM.

CchUIKH

e Tot cambrii NetStumbler
3rakoMuMcs ¢ TexrHonorue Wi-Fi
e Wi-Oy: bBoeBble MpreMbl B3JI0Ma U 3alUTH OECIIPOBOIHEIX CETEH — apXUB, 14 3epKaso.
Wi-Fi: Bce, uTo BhI X0Teu 3HaTh, HO OOSIIHMCH CIIPOCUTh — KHUIKKA, D 3epKarlo.
Wi-Fi: BecnpoBogHas ceTb — KHUXKKA, 1] 3epxKa’so
aircrack-ng
[IpocTast MHCTPYKIUA K aircrack-ng
Bcé o BapapaiiBuHTE
s xxutenest IC ckopo 6ymeT 3,5 MJIH. JIETKO B3JlaMbIBaEMEIX Bali(hai-TOUEK.
ZOMG TEH DRAMA us E-Gypra.

ITpuMmeuyanusn

1. T He coBcem Tak. CMOTpPETH TyT U TYT
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2. 1 B aTol Xe cTpaHe MEePBEHCTBO AEPXKUT cyIoBO «dlink» ¢ To# ke mapo# admin:admin

HWHTepHeT
Wutepruersr 127.0.0.1 ADSL Bitcoin CMS DDoS Frequently asked questions GPON I2P
Internet White Knight IPv6 IRC MediaGet Miranda NO CARRIER QIP Ru@razlogoff.org
SEO Skype Tor TOS Via WAP E6anoe BT Apvun Akamo AMepuKaHCKHE HHTEPHETEHI
Anonumyc Acpka ban bBecnnaTHbU XOCTUHT KapTuHOK bBrmor Brorochepa Bor bBoTtHer
Bpay3epka bByrarameuku Bypienue rope Bam-yatet Be6 1.0 Be6 2.0 Buku Bupryan
Bopodunstp TonmocoBanme Horamu ['octeByxa [Huanan [dom.py [HomamHss cTpaHulla JHopsen
EnuHBIN peecTp 3alpelléHHbIX caiToB 2Kab0ep 3amoBenu MHTepHeTa 3apaboTOK B MHTEPHETe
NpenTuduKanus mojab3oBaTeel B uHTepHeTe HM3BecTHbIe nHTEPHET-QemMobsr  MMumk6op
WuBant HWHTepHeT-Marasud MWHTepHeT-cepBuckl HWckpa Kuk Kupunnuyeckue goMeHBI
Knukbetit Komment Kombrouutu Jlecenka Jlor Jlokamka Makxoct Mem MukpoOior
MoOunbHBIM nHTEPHET MopgepaTtop Hekpomoct Hwk Ontumusatop OtBethi Odaiiu
Oddronuk IIuckma cuacTbsi Ilogkact IlomckoBasi 6om6Ga I[IoKpoBUTEIb HUHTEPHETOB IloCT
IIpaBuna untepueToB Ilpeneimymuii opatop IIpemopepanus IIpydnuuak Pepawitunr Poctenekom
Cabxk CeteBrie oHaHUCTH Cumnadka CungpoMm BaxTépa Cutunavia CkaiiHeT CKPHHIIOT
CMmann ComnuanbHasi CeThb
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